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BSOne All-in-One Context-Aware Endpoint Security Solution

I1. Solution Introduce <

Change of Working Environment 1. Background

WORK FROM HOME SEAMLESS

5

SECURITY

Hybrid Working Environment The Necessity of Security Orchestration

* In-house & remote working systems are being generalized since = Needs for context-aware security policies

zero-contact society has begun .
* Needs of cost saving

* Multi-device & BYOD become common
= Needs for the new security model for remote work compliance

= Raising of new security issues due to the change in the workforce’s

working diversity
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I1. Solution Introduce <

The Necessity of Security Orchestration 1. Background

0)
4 l /0
Says “not orchestrated security
m infrastructure, which has

composed of multiple solutions,
CISO’s Cyber Security Fatigability  Over 100 Thousand Alerts per Day IS disturbing security support.”

569 924 400

Using more than Says “feel tired to control Only 40% is being investigated
10 Security vendors multi security vendors” among enormous alerts

<Crowd Strike, 2021 Global Security Opinion Survey>
<CISC0, 2019 Asia-Pacific CISO Benchmark Study>
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The Necessity of Security Orchestration(Cont.)

Il. Solution Introduce 4
1. Background

How to manage remote PCs?

How about BYOD?

Access controlfromremote devices
USB/Screen Capture/Printer control
Response forvulnerable PCs
Monitoring potential risks

Protect personalinformation
Workforcemanagement
Automation of security policy
Audit & monitor remotedevices
Patch and software management

» IT Asset Management

Data Loss Prevention

Network Control

EfficiencyU
PCVulnerability yop
Screen Protector
Wat rk
Screen Waterma Cost Down

Device Control
Printer Management

Personal Info. Scanner

Significantly Reduce the Cost

Through the Unified Security Management

10
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I1. Solution Introduce <

BSOne Outline 2. Functionality

BSOne

All Security Functionalities into One Agent
Following Security Compliances and Helping Management of Hybrid Work Environment

" hgentsecury M
[erogner o |

r-
—> All-in-One Security Functionality

« Data Loss Prevention / Device Control
> E@ Centralized Security Management

« Network Protect / URL, IP Filtering

ﬁ Data Tracing
@l

« Scan Personal Data
+ Manage Sensitive Data

- WorkforceManagement

« Context-Aware Multi Policy
* Log Orchestration

11



All-in-One Context-Aware Endpoint Security Solution

I1. Solution Introduce <

Ensuring a Safe Working Environment 2. Functionality

BSOne

Provide security management functions for various work environments,
including controlling security breaches and managing internal/external network connections

Security breach control Connection Control

( )

Network connection Blocking connections from insecure PCs
. J

Device
Control

Prevention of host and routing table
tampering

Data Loss
Prevention

App &IT Asset

Mgmt NIC & Port control

IP/URL/App based

. L network connection control )
PC Vulnerability

Personalinfo. Scan

Mgmt
( )
WIFI connection control
Printout Security Attendance Management \ J
& Watermark Insertion & Theft Prevention
\_ J \_ J

12



BSOne

All-in-One Context-Aware Endpoint Security Solution

All-in-One Functionality

BSOne

User Network

Action-based Agcess
Analysis History
Control

URL
Reputation

szt Analysis

Protection Firewall

Mgmt
DRM &
Permanent
Deletion

Screen
Protector

Device
Control

URL/IP

Watermark & Filter

Data Masking
Data

Protection

Integrated
Internal & External
Security Management

Physical
Asset
Protection

Vulnerability
Mgmt

Personal
Information Alert
Mgmt

Unified

I1. Solution Introduce <

2. Functionality

Printer
Mgmt

USB/MTP/
Bluetooth
Mgmt

Personal
Info User
Scan Notice &

End-User

Security
Pledge Seamless

Mgmt Logs

13
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Functionality by Category

Workforce Management

= Automatically recognize work condition

= Multi-policy for the working situations /
personal purpose / insecure environment

= Responses for vulnerability & policy violation
= Allow remote work
= Anti-theft (Network & System Lock)

= End-user security pledge collection and
notification, alert

Network Control

= URL/IP filtering

= NIC (LAN) control & port management

= App/IP based network control

*  WIFI control

= Insecure connection control

* Protect host, routing table modification

* Web download management

I1. Solution Introduce <

2. Functionality

App & IT Asset Management

Collection of detailed information on PC
Software and version management
Deploying management

Restrict or delete users’ software

Software control management based on
blacklist/whitelist

Designated file collection and prevention of
file name modification

Vulnerability Management

= OSversion & latest security patch check
= System password, screen lock, firewall check

= Anti-virus solution’s latest signature &
safeness check

= Vulnerability notification and how-to guide
= Regular vulnerability scan (Scheduling)
= Scan exceptions and provide temporary use

= Realtime status and audit log

Data Protection

= Prevent and monitor file creation &
modification

* Data masking and image watermark

= Screen protection and clipboard control

= Screen logo provide (screen watermark)

= Printer watermark/control/monitor

= Prevent and monitor USB & external storage
* Prevent and monitor Bluetooth & MTP device

=  Prevent file attachment

Personal Information Management

Compliant searches for personal/sensitive
Information, following GDPR/HIPAA

Support for regular expression pattern and
keyword searches

Individual, department, and time-based
inspection of personal information status

Data type & category based scan

Support for user-initiated scans with
exception handling

Response for the scan result

14
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Il. Solution Introduce <«
2. Functionality

Endpoint Management

©BSOne ©BSOne ©BSOne X
O %
Security Vulnerable ‘o " 4
., =
, vToRY BN
SULYjinah_kim SKTOP-VGSL5UL\jinah_kim DESKTOP-VGSL5ULinah_kim
Access allowed Access denied Offline
@ Notice
\/e(r)s?on 0OS Patch Anti-Virus Ve?s?on 0OS Patch Anti-Virus Ve?s?on 0S Patch Anti-Virus
A security vulnerability
@ ) = ©) = ©@
a a a has been found
Windows 11 Good Good Windows 11 Turn-off Good Windows 11 Turn-off Good
Real-time scanning does not work.
Password Screen Saver Firewall Password Screen Saver Firewall Password Screen Saver Firewall . .
Click the Action button to turn on real-
& ] & 2 = &) ] time scanning.
Q Q Q
Good Vulnerable Good Good Vulnerable Good Good Vulnerable Good . \
Ok Actionv )
15.3.48 (Manage Mode) @Tocsg Provided

15348 (Manage Mode) @Tocsg Provided 15348 (Manage Mode) @Tocsg Provided

Exceptions by
Administrator to Use
Network

Context-aware Security / Vulnerable / Network Control &
Automatic Recognition Sleep Mode Polic Filtering According to
of Work Condition P y Network Condition

End-user Security
Pledge Collection and
Notice

. Vulnerability Scan
DE AT FaT Scheduling and Endpoint Security Log

M:::‘aer:::gm Temporary Use Audit Log
8 Function Provided

15
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I1. Solution Introduce <

Network Control / DLP

2. Functionality
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Prevent Insecure
Connection /WIFI
Management

NIC/URL /IP/APP -
Based Network Control

Network Protection
(Host / Routing Table)

DRM Encryption and
Permanent Deletion

Device Usage Exception
Based on the Provider /
Device / User

Printer / Clipboard /
Image / File Watermark
and Control

File Creation /
Modification / Transfer
Monitor and Block

USB / MTP/ Bluetooth
Monitor and Block

Screen Protector and
Screen Watermark
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All-in-One Context-Aware Endpoint Security Solution

I1. Solution Introduce <

App / IT Asset Management 2. Functionality
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S/W Management Based Pp—
. . E F D
on Period / Provider / ndpmgtou Ilesi:: e

User Condition

S/W Blacklist and
Whitelist Control

Manage S/W License and

Version Delete and Deploy S/W

Personal Data Scan
Based on Dept / User /
Schedule

Policy Application Base
on Personal Info Scan
Result

Data Type / Category Individual Data Scan
Based File Scan and Exception

17
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Printer Access Control
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Print Control by Devices,
Personnel, Application,
Period

Print Control by
Personal / Sensitive
Information

Flexible Approval &
Exception Settings by
Administrator

Print Control by URL &

Collecting Original Print
Browser Conditions

Contents

Chromium Browser
Personal Info Scanning
& Extracting Source
Contents

Collecting Original
Contents through OCR
when Printing Images

Control of Limited
Number of Print Pages

Customed Watermarks

I1. Solution Introduce <

2. Functionality

18
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Certification & Awards

5515
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This is to certify that, in accordance with the Patent Act, a patent for the
invention has been registered at the Korean Intellectual Property Office.
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Certificate of Software Quality
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1 hereby confirm that the quality of the forcgoing softwarc has been certificd

under Article 20.3 of the Softwarc Promotion Act and Article 6.1 of its
Enforcement Decree.

2021 ¥(Year) 12 §i(Month) 20 Ri(Day)

TTA IEREFTLPISY
CEO & President

Telecommunications Technology Asse

&

I1. Solution Introduce <

3. Features

No. 22-05226

Korea Software Awards

T0CSG Co., Litd.

©

Korea Software Awards is awarded to
. TOCSG Co,, Lid. for the Development of
- "G5-e(RM Home Edition V1.0, with outstanding
- technology and dedicated commitment to
. the Korean software industry.

Lim Hye
Minister of Science
Republic o

Data Security Management Award for Best New S/W Product

Based on Patent and Quality

19
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I1. Solution Introduce <

Only One Agent 3. Features

P

Security Agent
Integration

P

Performance & Resource
Optimization

BSOne

3

High-performance
agent
based on native
development

All-in-One
Agent

PM 2:43 Name Name ' CPU  Memory '
2022-10-21 > -In—hDu&e&Remoteworksecur... E 0.1% 19.3MB E

% CPU/Memory Utilization may vary depending on PC conditions.

PM 3:30
2022-10-31

; _'.'.!‘Piln £ 1

Based on One Agent Integration & Resource Optimization, Ensure Smooth Operation

on Low-end PCs and Minimize Agent Crashes & User Complaints

20



BSOne All-in-One Context-Aware Endpoint Security Solution

I1. Solution Introduce <

Context-Aware of Work Conditions 3. Features

BSOne

VPN Access
Automatically Aware VPN Access to apply Security or Sleep Mode

Remote Control
Automatically Aware VDI/RDP to Activate Security Mode Including Screen Watermark

Multi Policy Available Which Permit Network Access for Business Use Only
(e.g. Video Conference)

Restrict Unsafe Public WIFI or Automatically Activate Vulnerable Mode

Organogram Modification

Apply Policy According to Personnel Information
(e.g. Retirement Plan, Change of Personnel Information Handling Dept.)

Context-aware Agent Enables Security/Control Only During Working Hours

21
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Action-based Multi-Security Policy

Retiree

Automatically
Aware and Intensified
Security Mode
Activated

Detect Sensitive
Information

BSOne

Print
Screen Capture
Print Block
OCR

Screen Capture
Watermark

USB / Bluetooth
Encrypt Transfer
Personal/Sensitive .
Information Device Control

Cloud / Web
File Transfer
Network Access

Control/
App Control

Ensures a High Level of Security Control Across Multiple paths of risks
by Enforcing Real Threat-based Policies

I1. Solution Introduce <

3. Features

Photograph /
Filming

Screen
Watermark

File Copy

File Access [ Use
Control
App Info

Shared File
Access /
Modification

File Virtualization
Sharing Control

22
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I1. Solution Introduce <

Log Orchestration 3. Features

@ BSOne

User Activity Log Access/System/User Activity Logs
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AS-IS TO-BE

Improvement of security monitoring efficiency and unified response

based on user-centered integrated logs
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I1. Solution Introduce <

Verified Security Features 3. Features

Device
Security

&9 KFTC ;

Korea Financial Telecommunications Network
& Clearings Institute Security

KFTC’s “Enhanced Security Controls for "'F
Remote Access Terminals” in 2021 Database

The Only Solution which Security
Passed the BMT(Bench Marking Test) L

BSOne

Chosen by the Core Digital Financial Service Infrastructure,

Zero Contact Remote Working Security Solution
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I1. Solution Introduce <

Configuration Diagram E.g. 4. System Environment

Outside the Office Inside the Office
Network Available

=S=Q ‘ Device USB/MTP
Device Network  Attendance 1
Sleep MOde Screenshot Authorization
(Before VPN Tunneling) Fle Transtr
Internet -
1 1
Work 1 8
ek v
R _’x‘_ L Conditions E Policy
| Applied

r
|

| Network Unavailable
: During Work Time
|
|

1

; ~ ; — [VPN] [Work System]
\ / \§ J

Il

>

@)

lje>
)
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I1l. References <

State Of SOlution Deployment 1. State of Solution Deployment

O
11

Public Inst.

Private ENT.

Global ENT.

Powerful Security Flexible Operations High Usability Compliance Adherence

= ShinhanCard A = Korea Financial
= ABL LIFE INSURANCE Telegommun!catlons &
: Clearings Institute
= Korean Reinsurance = LGCNS MyData .
% LEES ; « Daiichi Sankvo Korea = Korea Federation of Banks
22:5::%’”& zfapnecr;y ay'ga € ) y. l . = Korea Institute of S&T
y = Korea Credit-card = \éOLVO Financial Services Evaluation and Planning
. i ic- r
MetLife Insurance of Elec‘Fronlc settlement orea « Construction Guarantee
Korea ervice Cooperative
= JBWOORI CAPITAL = Korea Land And Geospatial
= HANYANG SECURITIES Informatix Corporation

More than 15,000 users with a variety of reliable features tailored to enterprises’ purposes
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ll. References 4

The benefits of BSOne 2. Expected Effects

BSOne

Integrated :
. User action
Secu rlty based policy

Contextual
Policy

Implementing an integrated security solution
that solves endpoint security with One Agent

+

Implementation of Remote Work & Access
Security Management Solution

Improved
performance

Improved
Security

Remote Work
Security

Adhere to

Compliance Cost Saving

Integrated management of high-level, individual security features for

on & off premises PC security and reduced management resources
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